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SWAN Cape Town 2026 Workshop – Roundtable Recap: 

“Navigating the Smart Water Journey” 
 

Topic: “SWAN Layer 3: Data Collection & Communication” 
Facilitators: Sergio Lazzarotto (DLMS) & Donald Taylor, Director (STS 

Association) 
 

“Flexibility of deployed solution to evolve with the pace of the digital evolution without 
having to write off the investment made or sacrifice on leveraging innovative technologies.” 

 
“What data for what use and where to use them should be thoroughly evaluated vs battery 

life, communication costs and analytics value.” 
 

I. Summary: 
1. What Data Should We Collect? 
2. Data Granularity & Reporting Strategy 
3. Where Should Analytics Be Performed? 
4. Communication Architecture for Intelligent Data 
5. Data Quality, Trust & Security 

 
II. Top Challenges: 
 

1. Ensuring data scalability over decades-long infrastructure lifecycles. It is vital to 
characterise the installed base to enable effective benchmarking and comparison 
of suppliers.  
 

2. Different use cases require different sampling frequencies. For example, vandalism 
detection and alarms may require hourly sampling, whereas consumption data can 
often be collected on a daily basis.  
 

3. Transmitting all raw edge data is costly, but devices with advanced edge analytics 
capabilities are more expensive. A balanced approach is needed to optimise total 
cost of ownership.  
 

4. If the data model is tightly coupled to the communication protocol, utilities face 
significant migration risks and costs when communication networks evolve over 
time. Decoupling is essential for long-term flexibility.  
 

5. Data must be secured to protect consumer privacy and ensure metrological 
integrity (i.e., accuracy and trustworthiness). Additionally, devices must be able to 
demonstrate their original certification and authenticity throughout their lifecycle. 
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III. Practical Solutions, Tools, Approaches, & Best Practices: 
 

1. Secure Device Lifecycle Management 
Ensure cybersecurity across firmware upgrades and device commissioning. Device 
characterisation should be adapted based on supplier type and geographical area 
to account for varying risk profiles and regulatory environments. 
 

2. Data Strategy & Battery Optimisation 
Select between pull or push data mechanisms depending on the data type and use 
case. Evaluate the impact of each approach on battery life, and continuously 
monitor the effective remaining battery capacity of devices. 
 

3. Multi-Utility Collaboration 
Promote collaboration across utilities by sharing data collection infrastructure and 
costs (e.g., electricity and water distribution). Leverage smart electricity meter 
processing capabilities to perform edge analytics for water data, transmitting only 
relevant metadata when possible. 
 

4. Data Model & Communication Flexibility 
Adopt a data model–agnostic communication protocol to enable long-term 
evolution of communication networks without requiring major IT reinvestments. 
While the data model itself should be standardised, it must also accommodate 
regional regulatory and legislative requirements. Both pull and push data exchange 
models should be supported based on context. 
 

5. End-to-End Cybersecurity & Device Trust 
Ensure end-to-end cybersecurity from device to Head-End System (HES) 
applications. Distinguish between securing the communication network and 
securing data exchange. Device trustworthiness should be validated through 
certification mechanisms such as a Digital Attestation Certificate. 

 
IV. Main Industry Takeaways 
 

• Notably, there was strong consensus between utilities and manufacturers 
participating in the roundtable discussions.  
 

• Data exchange should be adaptable based on data type. Systems should allow 
configuration of which data is pulled versus pushed, at what frequency, and with 
visibility into the device’s remaining battery life to optimise performance.  
 

• The data model and communication protocol should remain independent of each 
other. This decoupling enables flexible, long-term evolution of both layers over the 
device lifecycle, which can span several decades.  
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• Standardisation is essential. It reduces development costs and accelerates time-to-

market for manufacturers, while enabling a more secure supply chain and lowering 
ownership and maintenance costs for utilities. It also supports multi-vendor 
interoperability through interchangeable, “plug-and-play” devices.  
 

• Cybersecurity for data exchange should be addressed separately from data 
transport, as the associated risks differ. Data exchange must be secured end-to-
end—from device to Head-End System (HES) application, while ensuring 
metrological integrity (i.e., the trustworthiness of the data). Full compliance with 
consumer data protection regulations is mandatory. 


