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Welcome to AECOM HQ

London Aldgate
16th Floor

 Fire and evacuation
* Toilets and facilities
*  Wi-Fi, phones and connectivity

Username: SWAN
Password: arb742WqC8

* How today will work
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Why the middle is messy

Physical system Digital system

Long asset life, 5-year AMP cycles Al, automation, connectivity developing quickly
" . - e B - - <

Increasing need for robust engineering Increasing risk with increased automation =

CE— potential physical, real-life consequences

and fail safe
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ICS Cyber Controls

Defendable network architecture

Secure remote access

Risk based vulnerability management (patching and testing)

Network visibility and monitoring

* Incident response
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How do we embrace Al safely?

OBSERVE RECOMMEND ACTUATE

» Cyber informed engineering to ensure resilient networks

» Design out failure modes — e.g. unidirectional gateways

« Work together — developers, engineers, regulators
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Additional Challenges & Opportunities

» Separating the real threats from the hype

« Unitary Regulator — joined up expectations and data sharing between public and private
sector

» Cyber Security and Resilience Bill
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Closing remarks

Innovate Quickly

Increase authority slowly

Engineer for failure

Thanks for listening, share your own thoughts and have a great UnConference !
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